’;:,f 3 |
g
T

Call +1(480) 210-1980

Or Email us at
info@spacecycles.net
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Cyber Security/lll s

PROTECT YOUR PRIVACY &
CONNECT WITH

Anyone.
Anywhere.
Anytime.

Ensure all your communications with
colleagues and consumers are
protected from the privacy
compromising vulnerabilities of other
platforms. SpaceCycles new
SafeVchat is the leading secure
video conferencing platform. With
technologies such as the patented
out-of-band authentication and
keystroke encryption. No other
competitor in the industry can match
SafeVchat's signature 5-Level
security control approach.

Secure Video
Conferencing

Existing video conferencing
solutions were not designed to
protect people, or confidential
data. Hackers are exploiting these

conferences to steal intellectual
property, employee data,
financials, and more. SafeVchat
protects all of this.




LEAD WITH SECURITY

Stop the

Vulnerabilities

The current marketplace

video conferencing solutions

are inherently vulnerable to

a myriad of attack vectors.

e Lack of secure
authentication channels

¢ In-band authentication is
easily bypassed

e Unencrypted data entry
fields

e Audio and video streams
can be eavesdropped
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5-Level Meeting
Security

e Meeting Password

o Meeting Authentication -
Every participant is
authenticated by Secure
2FA

e Meeting Authorization -
Only participants listed for
the meeting are granted
access

e Meeting Endpoint Secured
from Malware Spying

e Encrypted Audio & Video
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User Authentication

« Secure 2FA via Out-of-
Band Authentication

o Multiple Authorization
Schemes - Phone, Hard
Token, Mobile App (Push
Notification, Biometric)

o User Self Administration
Portal

o Multi-level Admin Portal -
User Management and
Audit Reports

« Users Provisioned via
Portal, File Import, or
Active Directory

Endpoint Security

o Keystroke Encryption -
Protect Your Password and
Chats

Anti-Screen Capture
Anti-Camera Protection
Anti-Microphone Protection
Anti-Speaker Protection

System Features

e No Desktop Client -
Entirely Web Based
Conferencing

e Mobile Application for
Apple & Android

e Audio & Video

Conferencing

Desktop Sharing

Raise Hand Functionality

Instant Chat

Mute Participants

Meeting
Management

Schedule Meetings

Add Participants

Add Meeting Agenda
Add Meeting Minutes,
Notes, and Related Links
e Audit Reports
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Extended Operations Support

e SafeVchat Meeting Management
o Set Up Meetings, create the Agenda

Maintain meeting notes
Import Contacts and manage any changes
Backup and Restore meeting recordings
Manage Authentication methods and permissions
Maintain Meeting logs and participant history
Create monthly reports

= What meetings were held

= Purpose of the meeting

» Days and times of the meetings

» Meeting Attendance
Data Backup and Restore - 100 GB
Manage Backup/Restore Services
Custom Branded Landing Page for all SpaceCycles Applications
20% Commission for any new business
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A TRULY SECURE PLATFORM
Our Competitive Advantage
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Safevm Zoom Webex GoToMeeting Joinme Team BlueJeans Hangouts Facetime Skype Zoho

Meeting Password
Passcode OTP
Encrypted Audio & Video
Meeting Authorization

Out-Of-Band Phone

Authentication

Push & Biometric

Authentication
Keyboard Encryption
Camera Protection
Microphone Protection
Audio Out Protection

Clipboard Protection




